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SecuScan Internal Vulnerability Management System VAM

SecuScan’s Internal Vulnerability Assessment Management System (VAM) simplifies the
task of testing and identifying internal network, desktops and application server
vulnerabilities so you don't have to. SecuScan produces a comprehensive report on the
security status of mission critical servers, web applications, workstations, laptops,
routers, switches or any device that is connected to the Internal network, including

wireless devices.

Prioritize and Manage Issues

SecuScan’s Internal Vulnerability Management System enables IT personnel to schedule
and manage local network and application server vulnerabilities assessments on their
Internal Network. The user friendly management console included with SecuScan
makes identifying and prioritizing issues a simple task that saves both time and money.

Users have access to powerful graphs and proven remediation recommendations.
SecuScan’s reports provide comprehensive details on vulnerabilities including recom-

mended time to fix, risk rankings and urgency levels.
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Login to local SecuScan Internal Management
Console to View Reports

The Benefits

T o

Management Servers

m Adhere to corporate security, third party audits and outside compliance

standards by automating vulnerability risk management.

m Save time by quickly identifying high risks areas and assigning staff to follow

the recommendations to fix the issues.
B Available in both a hardware and software (VMware) version.

m Provide management or auditors with daily reports on the security stature of

your network, web application and mission critical devices.

m All reports are stored locally on the VAM system under your control and not

outside your organization.

B Improve corporate image by demonstrating good security practices.

m Reduce the cost spent on third party security audits.
B Improve human resource allocation.
B Requires limited knowledge of Security to manage.

VAM

The Company

SecuScan provides security
services for some of the largest
corporations in Japan.

@

‘ﬂolutions

SecuScan is available as an OEM
product.

SecuScan can be used to comply
with regulatory standards such as
ISMS/ISO27001, NERC, SOX, PIPA,
HIPPA and other corporate security
compliances.

SecuScan has established resellers
and distributors in the United
States, Canada, Japan, and China.

SecuScan has made the task of
corporate security audits easy and
affordable.

SecuScan provides unbeatable
Return on Investment (ROI) and
Total Cost of Ownership (TCO)
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Simple Set Up and
Deployment

+ The system can be deployed in
minutes.

« Available in a VMware image
requiring minimal hardware
specifications.

« Easy to use Installation and
User Guide included.

« User friendly User Manage-
ment Console.

- Comprehensive FAQ

Powerful report graphs

- Compare reports up to one

year by date range using

specific IP addresses or URLS.

- Display specific IP or URL

vulnerabilities.

« Follow vulnerability trends by

using customizable graphs.

« Select to view only new or

remediated vulnerabilities.

« Select specific level of risk

ranks to display in graphs.

«Vulnerabilities are displayed

from most Urgent to low risk

« Export Reports to HTML or

PDF formats.

« Intelligent user interface.

- Simplified report explanations
Pricing

- Annual Subscription

Based: Based on a predeter-

mined number of IP devices

and or URLS.

+ Limited and Unlimited

Packages: Flexible pricing for

companies ranging from small

to Enterprise sized networks.

- Security Consultants Pack-

age: For use on conducting

assessments on outside or third

party clients.

Flexibility
+ Schedule scans times, on
demand, daily weekly, monthly,
or quarterly.
« Select to scan network only,
web only, or both.
» Network and application
server vulnerabilities are
separated for ease of under-
standing.
- Self False-positive selection
+ BASIC and Form-based-
authentication support for web
applications
- Configure user-specified form
input for web application
scanning (Scan Scenarios)
« Full Web Application crawl and
vulnerable parameter output
- Set profiles ranges to assess
separate segments within your
Internal Network
« IPv6 Support

Vulnerability Assessment Management System

VAM

Quality Assurance

« Developed and managed by
security professionals. CISSP,
CISM, CISA and Homeland
Security Level 3 certified.

« Daily vulnerability database
updates.

« Automatic version upgrades
(included)

« Developed using NSA, SCI,
NIST and the FBI and SANS Top
20 vulnerability lists.

« Compliant with NERC, SOX,
HIPPA, and PIPA security stan-
dards.

SecuSolutions Ltd.
#700-444 5th Avenue SW Calgary, Alberta, Canada T2P 2T8
Main: 1(403) 245-2118

Toll-Free: 1-877-885-6722

www.secusolutions.com

SECUSCAN

SecuScan Web:
SecuScan E-Mail:

www.secuscan.net
sales@secuscan.net
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